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GDPR Privacy Notice

Information that we process
The categories of information that we process include:
· personal information (including contact details, next of kin, bank details for payroll)
· characteristics information (such as gender, age, ethnic group)
· contract information (such as start date, FTE, role)  
· work absence information (such as number of days missed due to sickness absence)
· qualification level 

Why we collect and use workforce information
The Trust will process both electronically and manually, data relating to you for the purposes of managing your employment, providing you with IT services, delivering and developing services and as required by law and regulations. You hereby explicitly consent to the Trust collecting, holding and otherwise processing personal data (including “sensitive personal data”) relating to you.  The Trust will process such data only for legitimate reasons and will do so in a way which does not unjustifiably prejudice your own interests. 
We use workforce data to:

a) enable the development of a comprehensive picture of the workforce and how it is deployed
b) improve the management of workforce data across the sector
c) inform the development of recruitment and retention policies
d) enable individuals to be paid
e) enable monitoring of selected protected characteristics 

Who we share workforce information with
We do not share information about our workforce members with anyone without consent unless the law and our policies allow us to do so.
These legitimate purposes of processing may also include disclosure of data to third party bodies for any necessary purposes of managing your employee lifecycle. The Trust may make such information available to those who provide products or services to the Trust or any such as professional advisers and payroll administrators, the HR department, regulatory authorities, potential or future employers, governmental or quasi-governmental organisations. 
Data processed may include sensitive personal data (as defined in the General Data Protection Regulation 2016, and the Data Protection Act 2018) such as, without limitation: 

· Information about your physical or mental health or condition to monitor sick leave and take decisions as to your fitness for work, or to comply with obligations relation to the payment of Statutory Sick Pay (SSP) and the management and administration of your sickness absence and entitlements. 
· Your racial or ethnic origin or religious or similar information to monitor compliance with equal opportunities legislation; and 
· Information relating to any criminal proceedings in which you have been involved for insurance purposes and to comply with legal requirements and obligations to third parties. 
 
It is the Trust’s policy to take all reasonable steps to protect its interests. This includes ensuring that systems and equipment are used for the proper purposes and there will be regular checks and monitoring of systems.  
The Trust reserves the right without notice, to access, listen to, or read any communication made or received by you on its computers, internal messaging systems or telephone systems for the following purposes: to establish the existence of facts, ascertain competence with regulatory or self-regulatory practices and procedures, for quality control and staff training purposes, to prevent or detect crime (including hacking), to internal reasons or investigations to intercept for operations purposes, such as protecting against viruses and making routine interceptions, such as forwarding emails to correct destinations, to check voicemail systems when you are on holiday, sick leave or otherwise absent from the business. 
[bookmark: _Hlk49938692]
How we will contact you and how we store your information
In the first instance, when at work, we will use your work contact details (email/telephone) to contact you or send any information or correspondence. If you are not in attendance, we will use the information you have provided to contact your home contact details (email and/or home/mobile number).
The Trust will treat all personal data as confidential and only process it where the Trust has a legal basis to do so (as defined in the General Data Protection Regulation 2016, and the Data Protection Act 2018) 
The Trust will take all necessary steps to ensure that the information is accurate, kept up to date and not to be kept for longer than is necessary. Measures will also be taken to safeguard against unauthorised or unlawful processing and accidental loss or destruction or damage to the data. Specifically, in keeping with good data protection principles which underpin GDPR 2016, all your personal data will:  
 
· Be processed lawfully, fairly and in a transparent manner (Lawfulness, fairness and transparency) 
· Be collected for specified purposes, and not further processed in a manner that is incompatible with those purposes (Purpose limitation) 
· Be adequate, relevant but not excessive (Data minimisation) 
· Be accurate and, where necessary, kept up to date (Accuracy) 
· Be held of no longer than necessary (Storage limitation) 
· Be subject to the appropriate security measures (Integrity and confidentiality) 

Requesting access to your personal data
Subject to certain exceptions you are entitled to request access to personal data relating to you held by the Trust, requests will be processed within a calendar month. To make a request for your personal information contact HR Payroll on hrpayroll@transformingfutures.org.uk 
You also have the right to:
· to ask us for access to information about you that we hold 
· to have your personal data rectified, if it is inaccurate or incomplete
· to request the deletion or removal of personal data where there is no compelling reason for its continued processing
· to restrict our processing of your personal data (i.e. permitting its storage but no further processing)
· to object to direct marketing (including profiling) and processing for the purposes of scientific/historical research and statistics
· not to be subject to decisions based purely on automated processing where it produces a legal or similarly significant effect on you

If you have a concern about the way we are collecting or using your personal data, we ask that you raise your concern with us in the first instance, again via hrpayroll@transformingfutures.org.uk
Withdrawal of consent and the right to lodge a complaint
Where we are processing your personal data with your consent, you have the right to withdraw that consent. If you change your mind, or you are unhappy with our use of your personal data, please let us know by contacting hrpayroll@transformingfutures.org.uk

What is expected of you?
You will always follow the requirements of the General Data Protection Regulation 2016 and Data Protection Act 2018 when dealing with students and staff data. We also ask for your co-operation to keeping the personal information we hold for up to date. You can do this by using the ‘Change of personal details form’ available to update us with your latest personal information.
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